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Abstract

Worms cause correlated failure of many systems in a short span of time. Therefore,
automated defensive approaches have been proposed to counter growth of worms. However, in
addition to worms, many other kinds of cyber-attacks also exhibit significant correlation, albeit
with slightly different properties. We argue that those specific correlation properties manifest
because of the interaction between the attacker and the defender strategies. We survey the
design space of defensive approaches and observe the extent of clustering (correlation) in
attacks that these approaches are likely to induce. We highlight the implications of attack
clustering on individual firms deploying these various approaches and also on global actors
like government and cyber-insurance providers. We use 19 months of honeynet attack data
to estimate clustering for some non-worm type attacks.

1 Introduction

Almost everyone agrees that we need better information security because there are so many threats
and attacks happen too frequently. In this paper, we propose to look at another aspect of infor-
mation security which has less to do with how many attacks there are but more to do with how
correlated they are. Redundancy and distributed computing can to a large extent solve the prob-
lem of frequent failure of isolated systems. This is because if there are a million system failures
distributed uniformly over the course of a year, then continued operation of most systems can be
ensured on a daily basis by appropriate capacity planning, on the contrary, if average failure rate
is still million a year but all of them fail at once on a single day, then in spite of some redundancy
continued operation of all critical systems cannot be ensured. Computer worms are often credited
with such spiked failures [53].

There is considerable research in the area of developing automated defenses to contain worm
outbreaks [15,24-26, 29, 30,42, 43, 52]. However, worms are not the only threat to information
systems, we believe that many worm defense approaches are too narrow in their context and
fail to appreciate the underlying attack life cycle, which is determined by the interaction of the
demand and supply of vulnerable systems over time. The supply of vulnerable systems changes
as new vulnerabilities are discovered and old vulnerabilities are removed (patched) or temporarily
fixed. Attackers’ capability to exploit vulnerabilities (which is akin to demand) changes with time
as knowledge about those vulnerabilities diffuses within the attacker community. Therefore, the
length as well as second order characteristics of the attack life cycle determines the correlation
in failure/survival of systems worldwide. Consider an example, a worm can affect many systems
worldwide until its signature is developed and distributed across the world, and if the software
vulnerability that the worm had exploited is not patched soon (as is often the case), then a new
variant of that worm can too affect many systems until its signature is developed and distributed.
This trend, which is also true for non-worm type attacks, often continues and leads to long and
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clustered attack cycles. In this paper, we discuss the factors that alter the attack life cycle in
predictable ways, and the implications of the resulting failure correlation structures for individual
firms seeking security and society at large. We provide an extensive survey of defensive approaches
that have been proposed so far from automated signature generation to software diversification,
and estimate their likely impact on the attack life cycle.

The goal of this paper is to look at attack life cycles of some recently released vulnerabilities
to determine correlation or clustering of attacks as function of time, review past literature on vul-
nerability /attack life cycle, and provide an objective comparison of different defensive approaches
with respect to correlation pattern that they may induce in the attack life cycle.

The rest of this paper is organized as follows. In section 2, we present the contemporary
trends in cyber attacks and defenses, and develop a framework to model the attack life cycle. In
section 3, we introduce the notion of clustered attacks and explain the importance of this notion in
quantifying the benefit of various defensive approaches in a unified way. In section 4, we provide
a general empirical way to measure correlation of attacks for fast growing (worm-like) as well as
slowly propagating attacks. And assess the implications of attack correlation for reactive defensive
approaches. We conclude in section 5, by summarizing our findings.

2 Cyber Attacks and Defenses

Figure 1 shows the usual vulnerability profile of a system. While some vulnerabilities are due to
faulty software applications, others manifest due to lack of user training and knowledge. Users
often do not realize the security implications of their otherwise innocuous actions. As a conse-
quence, majority of attacks exploit user vulnerabilities: Symantec estimates that 92 % of most
malcode related reports involve email, while 14 % are P2P (peer-to-peer file sharing) related [14].
Software vulnerabilities form a much smaller chunk of only about 13 % of all reports.
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Figure 1: Classification of information security threats

While user vulnerabilities are addressed via awareness, training and desktop anti-virus software;
software vulnerabilities require patches or temporary fixes. Worms—self propagating malcode—
capitalize on remotely exploitable software vulnerabilities. And while considerable attention has
gone towards limiting worm infection by detecting and filtering malcode not enough thought has
been given to vulnerabilities in general and kinds of attack life cycle that they may induce due to
the simple interaction between demand and supply of vulnerable systems.

Past literature on security incidents has found that attacks exploiting known vulnerabilities
reoccur for extended periods of time. Arbaugh et al. [1] found that attacks continue to rise after
the release of patches fixing software vulnerabilities and this trend can continue for months, while



the overall vulnerability attack life cycle lasts for years. Arora et al. [2] confirmed this observation
using attack rate data from 2002-2003 for over three hundred different vulnerabilities. Beattie et
al. [7] point out that firms need not apply security patches immediately after their release due
to uncertainly about their reliability and concerns about system stability. In fact, they find that
many patches are either pulled back or re-released, and on average it takes about 10-30 days for
patches to get resolved after their initial release date. Therefore, firms often find it optimal to
wait before applying patches, and large firms even conduct their own in-house testing of patches
to address their stability concerns. While unptached systems lie vulnerable for months, temporary
defenses like firewalls are erected to block incoming malicious traffic.

The usual timeline of events with respect to patching and other defensive approaches is as
follows:

1. Vulnerability /attack/worm detection — in most cases vulnerabilities are known well before
attacks or worm(s) exploiting them appear.

2. Patch/signature generation — although patches or signatures may be generated in an au-
tomated fashion, testing for false positives takes a long time. Usually, the official patch
developed by the vendor is better than temporary patches or fixes developed by others, be-
cause vendors have a more rigorous testing schedule. The process of testing a patch can take
weeks.

3. Patch/signature dissemination — centralized dissemination takes few hours to days. P2P-
based content distribution can speed up dissemination and algorithms have been proposed
to secure the broadcast communication on Internet [46].

4. Patch/signature verification — usually large enterprises do not install a patch before they
conduct their own thorough on-site testing. This process can take a week or more.

5. Installation — ideally installation should be instantaneous but due to factors like night and
weekends, it may be delayed by a few hours to a day, and sometimes even more [38].

In order to shorten this long window of exposure, considerable attention in computer security
literature has gone toward developing automated defenses [15,24,25,29,30,42,43,48,52], however, in
this literature not enough thought has been given towards understanding the underlying concerns
surrounding the business implications of information systems. For instance, temporary fixes like
automatic patches and signatures that suffer from high false positive rates are less likely to be
adopted in practice. Gartner [21] found that most companies do not find IDSes useful in practice,
because of the costs associated with large false positives.

Some experts may argue that in today’s world all computers are set to automatically receive
software patches and anti-virus updates, therefore, windows of exposure have already shrunk. We
would like to point out that despite these advances, windows of exposure are still very long (some-
times more than a year) and are being actively exploited by attackers (see, Figure 2). Knowing
that not all administrators/users patch their systems promptly, attackers continue to exploit a
vulnerability as long as they can. Temporary fixes like firewall rules only “hide” the vulnerable
systems from known exploits; variants of old exploits are developed by attackers to bypass these
temporary defenses. In the following sub-section, we discuss how this game of cat and mouse leads
to some predictable trends in the attack cycle.

2.1 Understanding the Attack Life Cycle

The number of vulnerable computers in the world, with respect to a particular vulnerability, is a
decreasing function of time. When a vulnerability is first discovered, all systems (running that ap-
plication) are vulnerable, but not necessarily attackable. With time, individuals and organizations
patch their systems and thus number of vulnerable systems (with respect to a particular vulner-
ability) go down. On the other hand, attackers’ capability to attack/reach vulnerable systems
increases with time.
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Figure 2: A timeline showing long attack cycle for worms exploiting vulnerabilities in MS05-
039 (Windows Plug-n-Play). Vertical bars indicate release of worm on that date. Data Source:
Symantec Corporation [12].

As time progresses defenders apply temporary fixes like firewall rules and IPS (intrusion preven-
tion systems) to block or neutralize attacks that have been discovered by the defense community
(Figure 3, left graph). For some time, these defenses successfully create a stricter upper bound on
number of vulnerable systems reachable by attackers. However, attackers respond by developing
variants of old exploits that evade defenses by either changing the signature or attack propagation
vector. E.g. if a firewall filter starts blocking a particular network exploit then attackers may
either modify the exploit or use a secondary channel like email or laptop to first get onto the
internal network and then use the exploit to propagate on internal network.

Number of NulmbeLlof
vulnerable vuinérable
systems

systems Temporary defenses

Total humber of Total number of
attacked systems

attacked systems Clustered —|
attacks
Variants H

[P P W By
Time Time epochs

Time

Figure 3: The dynamic interaction between attack and defense. Left: While the number of
vulnerable systems decreases over time, the cumulative number of systems successfully attacked
increases over time in sudden jumps with release of newer attack tactics. Right: The rate of
successful attacks is highly variable over time, which leads to spikes (clustering) in attacks.

A particular variant can only affect systems till the time it is blocked. However, as new
variants are developed over time, they are able to affect vulnerable systems which were previously
protected by some temporary measures and were considered safe. On a time horizon we see many
such instances when there is an outbreak followed by a period of lull, to be followed by another
outbreak (Figure 3, right graph pictorially depicts that situation).

This trend of attack cycle is true for worms as well as other exploits that are not self-
propagating, e.g. viruses, phishing, spam etc. We believe that researchers understand this trend,
however, many of the security approaches that they have proposed have not fully factored this in.



2.2 Survey of Proposed Information Security Defenses

In this section we compare various information security approaches in terms of their practicality
from the defenders point of view and the reaction they are likely to elicit from attackers.

In order to evaluate the effectiveness and viability of any proposed defensive approach, its role
has to be seen the organizational context, which includes information assets it is trying to protect,
other defensive approaches in place, the cooperation required from both within and outside the
organization and the cost incurred in terms of deployment as well as management. We survey
the many proposed approaches and attempt to evaluate them based on their suitability on the
following three dimensions.

1. Universality: Range of attack types that can be tackled with the approach, i.e., how flexible
is the (implicit) adversary model-—worms, hacks, polymorphic exploits, multi-modal exploits
etc.

2. Accuracy: Error rates, i.e. false positives and negatives.

3. Cooperation-required: To what extent does an approach require cooperation and trust
from other parties involved, e.g. placing multiple sensors worldwide for collaborating and
sharing information may warrant high trust requirements.

We group the approaches into representative classes and note for each class the likely impact
they may have on attack correlation both within and across organizations. For example, all
approaches that rely overly on perimeter security create a hard exterior and soft interior, causing
high correlation of system failures within the organization, while maintaining a low correlation
globally.
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Figure 4: Classification of contemporary defense techniques

A broad classification of approaches is shown in Figure 4 and comparison of various classes is
given in Table 1. Broadly speaking, we can say that proactive approaches are universal, reliable,
centralized and integrate well with all other approaches. And among the reactive approaches,
manual approaches though slower are more reliable because of supervised testing and verification,
as compared to fully automated defenses. In general, the primary concern with fully automated
defenses is their high false positive and false negative rates. We find that most papers in security
literature that propose automated defenses do not report meaningful false positive rates (with
some exceptions); they just say that it is “low”. Incremental research in this area has usually
compared its performance to previous solutions, so the literature consists of a number of pair-wise
comparisons. The lack of comparable benchmarks in this area is a detriment to the practicability



Table 1: Summary of survey on contemporary defensive techniques

Class  Universality Accuracy Cooperation Attack Clustering
Conventional patching
Handles all kinds of ex- The most accurate of Centralized develop- Has a long window of
ploits as it permanently  all defensive approaches  ment. All patches exposure [2,14]. Cannot
removes the vulnerabil- — supervised testing at are developed and protect against exploits
ity. vendor as well as on-site  distributed by  the launched prior to the re-
testing and verification. vendor. lease of patch.

Automated patching [42,46]

Same as above. Accuracy is doubtful.

Due to the source code
requirement only ven-
dors can implement this
approach.

Manually verified signature generation [13,33,40]

Provides perimeter  Manual verification  Distributed deployment
level security. Cannot ensures that there are to gather exploit code
protect against multi- fewer false positives, and tactics. How-
modal exploits that can  but cannot sufficiently ever, signatures are de-
penetrate through other guard  against new  veloped, verified and

channels.

Fully automated signature

Same as above.

Containment through rate

Is effective only against
worm-like or fast propa-
gating attacks.

Address blacklisting [26]

Is effective against only

highly concentrated
attack sources or for
slowly propagating
attacks.

Handles all kinds of ex-
ploits as it reduces the
impact of every vulner-
ability.

Handles all kinds of ex-
ploits as it discovers the
vulnerability at the time
of inception/testing.

variants or polymorphic
exploits.

distributed by a single
organization or a con-
sortium.

generation [15,24,25,30,43,52]

Has higher false pos-
itive rates. Context
aware signatures will
likely have higher ac-
curacy than signatures
generated by just pat-
tern matching on mali-
cious traffic.

limiting [45,49]
Accuracy can be en-
sured by  explicitly
white-listing legitimate
applications.

The update frequency
or refresh rate of these
blacklists can severely
affect their accuracy.

Software diversification [5,6,19,23,32]

Does not remove vulner-
abilities, it only reduces
the probability of an at-
tack being successful in
exploiting a vulnerabil-
ity.

Imposes significant bur-
den on developers to
verify all the warning
flags raised.

Signatures can be gen-
erated either indepen-
dently on-site, or can
be collaboratively devel-
oped and distributed by
participating sites.

Very high level of co-
operation required for it
to be implemented glob-
ally.

Very high level of co-
operation required for it
to be implemented glob-
ally.

Support for memory-
layout and instruction
set randomization to be
provided by the ven-
dor.  Whereas, choice
of software diversifica-
tion largely lies with in-
dividual organizations.

Secure coding (static and runtime analysis) [4,10,16,17,22,28,47]

Completely centralized;
either performed by
the vendor volun-
tarily or imposed by
a  mandatory  stan-
dard/certification.

Considerably  reduces
the window of exposure.
Therefore, can reduce
correlation in failure.

Has a short but alter-
nating window of expo-
sure. Induces high on-
site but low global corre-
lation of attack success.

Same as above. But it
can reduce on-site corre-
lation of failure by pro-
viding fail-safe mode of
operation.

Will likely reduce global
correlation but will ex-
hibit high on-site corre-
lation if a particular site
is affected.

Will likely reduce global
correlation but will ex-
hibit high on-site corre-
lation if a particular site
is affected.

Truly random deploy-
ment can very effec-
tively reduce correlation
of failure; however, if
each site chooses to be
internally homogeneous
then it will induce high
on-site correlation if a
particular site is affected
[9].

Ideally, no
should exist.

exploit




of these approaches. We believe that these approaches are unlikely to be implemented unless there
are thorough studies comparing their false positive rates to widely accepted benchmarks.

The most significant advantage of automated defenses is that signatures can be generated on-
site and deployed in a short period of time [42]. Therefore, automatic signature/patch generation
techniques that can generate signatures based on attacks received at a single site can protect
other systems at that same site without cooperation from other sites. This aspect makes these
techniques attractive for handling targeted attacks that may not be observed at all sites.

A limitation that is shared by both manual as well as automated signature generation tech-
niques is that they require some level of decentralized data collection and sharing among multiple
organizations. Gal-Or and Ghose [20] have shown that limited incentives exist for firms to share
information regarding security related incidents. Moreover, concerns remain about the threat of
adversaries penetrating the trusted data collection network [15,46].

3 Clustered Attacks

In addition to universality, accuracy and cooperation requirement, we believe that every defensive
approach has to be evaluated on the attack life cycle it is likely to induce (Table 1, column
5). Attack life cycles are generated by the strategic interaction between the attackers’ and the
defenders’ techniques. It would be presumptuous to assume that attack life cycle can be completely
eliminated. In this section, we look at the second order characteristics of the attack life cycle and
its implications.

3.1 Implications of Attack Clustering

Clustered failure of information systems has significant implications for individual firms that plan
their operating capacity assuming a fixed failure rate as well as for global stake holders like
governments and insurance companies that certainly expect some isolated large-scale incidents
but do not expect enormously-large-scale or catastrophic incidents. We present four specific cases
where attack clustering matters.

3.1.1 Storage/backup Systems

Most backup systems store data based some thresholding scheme [37,41,50]. These schemes have
three parameters: n, m and p (where n > m > p). The information asset of a firm is divided
among n nodes. Assuming that some dependencies exist among them, at least p nodes need to
be compromised to breach any useful information (where p can also be equal to 1 in case of no
dependency). Due to presence of some redundancy in the system the entire information can be
recreated with help of any m nodes, or information can be restored if number of node failures is no
greater than n — m. Therefore, within a time period if less than n — m nodes are breached, then
information can be restored at the end of the period. Whereas, if there is high variance in failure
due to attack correlation then in spite of average failure rate being same, information cannot be
restored at the end of every period.

3.1.2 Automated Defense with Signature Generation

Although the goal of automated defenses is to reduce correlation of failure, to some extent they
rely on the attack correlation itself to be effective. For example, signature generation techniques
expect to observe multiple attacks at same or different sensors to develop reliable signatures
[24,25,29,30,43]. In a way, the time to generate signature for an exploit is in itself dependent on
rate of propagation of the exploit. Even those techniques that can reliably generate a signature
after observing only one exploit have to wait until an attack is observed by at least one of the
sensors. Therefore, such techniques though likely to effective against scanning based exploits are
less likely to be effective against exploits that are successful in evading sensors. Therefore, the



only recourse for firms is to either implement very fast reacting filters or focus on applying patches
as soon as possible to avoid being affected in first place.

3.1.3 Cyber-terrorism / Critical Infrastructure Protection

Many critical systems of great national and economic significance are present on Internet. An
attack that can simultaneously takedown online banking or trading sites can have significant im-
pact on economy. If a vulnerability is discovered in SCADA systems that control nation’s critical
infrastructure, then a foreign government or a terrorist organization can use that to simultane-
ously attack all vulnerable components. Although, in the literature clustered attacks have always
been seen in the context of rapidly propagating worms, clustered attacks can also be launched
by a resourceful adversary. Some of the automated techniques like signature generation and con-
tainment can only limit growth of a worm-type infection that relies on scanning to seek targets.
The effectiveness of these techniques are very limited when highly targeted attacks are launched
either through remotely controlled zombies (botnets) or through hit-list based worms. Moreover,
a determined adversary can launch many variants of an exploit simultaneously in order to beat
signature generation. Therefore, the possibility of a determined and resourceful adversary (foreign
government) using a multi-modal and multi-variant approach to launch targeted attacks against
critical infrastructure exists. The only defensive approach that holds promise in this respect is
large scale software diversification such that vulnerabilities are (hopefully) not discovered simul-
taneously in all critical systems and it becomes very costly for an adversary to accumulate stocks
of vulnerabilities secretly.

3.1.4 Cyber-insurance

The cost to an insurer that offers cyber-insurance can be written as:

C=E(L)+A+i-c (1)

Where, E(L) is the expected loss amount, L being a random variable. A is the sum of all
administrative costs. c is the safety capital required to settle all claims if the realization of L turns
out to the e-worst case (e is the probability of ruin for the insurer). And i is the interest rate to be
paid for the safety capital ¢, where it should reflect the risk associated with the business in general
and the choice € in particular [18]. In case of cyber-risks the random variable L is influenced by
both attack correlation within an organization and across organizations. Risk-averse firms buy
insurance to avoid carrying risk of correlated failure of their systems. Therefore, those classes
of cyber risks that retain high level of intra-firm correlation are likely to be insured against by
individual firms. On the other hand, those risk classes that exhibit high global attack clustering
are likely to demand higher safety capital [8]. Considering these dynamics, we hypothesize that
insurers are likely to promote research in techniques like automatic-signature generation as they
hold promise for reducing global clustering while retaining local clustering. Though it may not
seem obvious at first, but from the insurers’ point of view the techniques like software diversification
are preferable to stack randomization even if the average probability of failure is same under both,
because former is expected to retain islands of homogeneity, whereas the latter will distribute
vulnerable systems uniformly across the installed base.

4 Empirical and Experimental Evidence

In the previous sections we have argued that attack correlation is an important metric to look
at in gaining macroscopic insights of attack activity on the Internet. This assertion, however,
was based on theoretical considerations combined with intuition from anecdotal evidence and case
studies. It is obvious that a thorough validation and development of reliable prediction model for
historical (and eventually future) states cannot be covered in a single paper. Nevertheless, we use
the remaining part of this paper to contribute a modest proposal of how attack clustering can be



measured on real data, which provides—though still suboptimal—a first strong support for the
existence of attack clustering. We further demonstrate how models of the attack arrival process
calibrated on real data can be employed in simulation studies to gain insights for the development
of defensive approaches.

Before presenting our approach, we briefly acknowledge relevant literature that regards attack
activity from a global perspective. Network telescopes have been used to infer trends on global
attack patterns, especially DDoS attacks [27,51]. Cooke et al. [11] have argued for distributed
placement of sensors worldwide to compare attack trends. Numerous security consulting companies
already operate sensors or collect security logs from their clients worldwide to characterize evolving
attack trends [13].

4.1 Measuring Global Attack Correlation from Honeynet Data

We use honeypot data to measure attack activity. Honeypots are dedicated hosts placed as decoys
on the Internet. They simulate the interaction of vulnerable systems, by means of specialized
honeypot software, and serve as monitoring devices for attack activities and exploit strategies [44].
One can distinguish between low and high interaction honeypots via degree of reactivity of the
simulated system [36]. High interaction honeypots emulate an entire operating system and are
reported to deceive even human attackers, whereas low interaction honeypots merely react to the
first communication attempts and therefore serve primarily as trap for automated attacks. As the
latter collect more standardized and better quantifiable data, we use data from the Leurre.com
[35] honeynet project that runs dozens of low interaction honeypot sensors deployed at partner
organizations worldwide.!

The data is principally structured as event series, where records of type (¢,L£,S,h) denote
that sensor location £ has recognized h > 0 hits of port sequence S at time ¢ (measured in
GMT calendar days). Port sequences consist of one or more ports in the TCP/IP protocol being
targeted in a row from a unique source. Hits h are the absolute number of incoming connections
from various sources in a day. For our analyses we use a boolean variable attacks instead of hits,
where attack equal to 1 denotes a nonzero number of hits per unique combination of (¢, L, S).

Port sequences have been reported as a simple and quite reliable indicator for identifying attack
types [36], though there might remain some ambiguity about activity on popular ports, like port
80 used by HTTP. To reduce the level of such “noise”in our analysis we systematically researched
vulnerabilities in the range of our data with uncommon port numbers. Though we believe that
most packets sent to these ports are either attacks or precursor to attacks we cannot rule out
possibility of mis-configured machines sending packets on these ports. Table 2 summarizes the
vulnerabilities in our study. Care was taken to ensure that our sample had only few vulnerabilities
per port and those could be attributed a single vendor product. By doing so, we were able to
precisely isolate the attack life cycle of individual vulnerabilities, and correlate their characteris-
tics. Moreover, the attack cycle on these ports were not influenced by release of any particular
worm. Therefore, it allowed us to make more general observations regarding 2nd order attack
characteristics.

For comparability we also include port 80 (HTTP), which is exposed to a high level of back-
ground noise. The entire data set comprises 211 K hits and 61.8 K attacks.

Immediate data analysis was impeded by some inconsistency of data across time. The challenge
in data selection lied particularly in identifying sensor downtimes and marking these periods as
missing values to diminish the risk of spurious correlation. Therefore, we applied the following
data cleaning steps to generate our final data set for the subsequent correlation estimations:

1. Visually identified and selected the most dense time period of 19 months between September
2004 and March 2006.

2. The data was aggregated by total hits (including all port sequences) per sensor location and
month. Sensor/month pairs with no hits were removed.

1The raw data and the complete list of partners is kept confidential. Only affiliates to partner organization have
access to aggregated data for research purpose.



Table 2: Overview of remote vulnerabilities under investigation

Service Port CVE Disclosure  Patch
NNTP 119 2004-0574 8 Oct 2004 13 Oct 2004
WINS Service 42 2004-1080 26 Nov 2004 12 Dec 2004
Veritas backup server 6101 2004-1172 2 Nov 2004 16 Dec 2004
Veritas backup server 6101 2004-1389 11 Oct 2004 16 Dec 2004
Arkeia backup client 617 2005-0491,0496 20 Feb 2005 23 Feb 2005
CA license manager 10202  2005-0582,0583 8 Feb 2005 2 Mar 2005
Netvault backup 20031 2005-1009,1547 1 April 2005 5 May 2005
CA BrightStor backup 6050  2005-1018 14 Feb 2005 11 Apr 2005
CA BrightStor backup 6050  BID-12536 2 Dec 2004 11 Apr 2005
Veritas backup server 6106  2005-0771 18 Mar 2005 22 Jun 2005
Veritas backup client 10000  2005-0773,2079 16 Mar 2005 24 Jun 2005
CA BrightStor backup 6070  2005-1272 25 Apr 2005 2 Aug 2005
CA BrightStor backup 41523  2005-2535 14 Feb 2005 4 Aug 2005
Veritas backup client 10000 2005-2611 12 Aug 2005 12 Aug 2005
Veritas admin console 13722  2005-2715 12 Oct 2005 12 Oct 2005

Sorted by patch release date

3. Sensor/month pairs where the number of days with at least one hit was below a threshold
of 20 days were also removed. This step was aimed at eliminating months with partly up-
and downtimes (e.g. some sensors may have gone online or offline multiple times within a
month).

4. Finally, data for sensors with less than 15 remaining months was removed. This step was
essential to identify any time trends.

The so-reduced set of 67 % of the raw events comprises 17 sensors with relatively dense and ho-
mogeneous data. These sensor locations are distributed across 4 continents (Europe being slightly
over-represented) and include partners in the IT industry, research institutions and telecommuni-
cation providers. Note that the downtime-removal is independent of the rare port sequences we
selected. This contributes to carefully preventing spurious correlation.

To measure the correlation between locations across time we analyze the density function of
the number of distinct sensor locations reporting at least one attack in a given time interval (e.g.
one day). If the sensor locations were attacked independently then we would expect the number
of attacked locations to follow a Binomial distribution (sum of Bernoulli trails with unconditional
probability of attack 7). A notable deviation from the Bernoulli distribution in turn is a clear sign
of correlation. Figure 5 allows for a visual inspection of correlation: it depicts the total number of
distinct attacked locations per day separately for each vulnerability in the study. It is very well
visible that after an exploit appears it is merely a matter of a few days until a very large fraction
of sensor locations recognized attacks at the same day.

Still on a visual basis, we can observe the relationship between the vulnerability disclosure
date, the patch date, and the occurrence of the first attack activity. This is emphasized in figure
6, where the cumulative fraction of sensor locations having recognized at least one attack of a
particular type is plotted relative to the disclosure date (left chart) and patch date (right chart).
Apparently exploits for the backup systems (Arkeia, Netvault, and CA BrightStor) appeared before
the public was informed about the existence of a problem whereas in case of WINS service attacks
take off after a public vulnerability announcement. For CA license manager it appears as if the
release of a patch has triggered the exploits. The situation is less clear for Veritas admin console
and NNTP because disclosure and patch day fall close together. Finally, Veritas backup client and
server have seen attacks long before the vulnerability release. Please note that this might as well
be an artifact of other services using the same port (port 10000 is also used by Webmin, Zabbix,
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Figure 5: Fraction of distributed sensors that recognize at least one attack (daily data); leftmost list
states port number; rightmost percentage figures indicate relative attack intensity by vulnerability.
Vertical red lines (with two circles) indicate vulnerability disclosure dates and blue lines indicate
patch release dates.

OpwinTRojan and by ndmp protocol in general).

The deviation from a Binomial distribution can also be quantified by applying a Beta-binomial
model that allows for a dependency structure between the individual Bernoulli trials modeling
the probability of attack at each sensor location. This model has already been used in system
reliability literature to model correlated failure of backup systems [3] and to model failure across
multiple versions of software [31]. The Beta-Binomial distribution is computed by randomizing
the parameter 7 (probability of failure) of the Binomial distribution by a Beta distribution.

The probability that X ~ BB(n,, p) sensor locations face attack is given by

Bn—z+ 8,z +«a)
(n+1)B(n—z+1,z+1) B(e, 8)

P(X =zln,m,p) =

e (1-1) L pmtom (101wt ey - TTO

I' denotes the Gamma function, B is the Beta function, and the parameters include the total
number of active sensor locations n at a time, the (unconditional) probability of failure 7, and
the correlation measure p in the range 0 (no correlation) to 1 (perfect dependence). Different
points in time are assumed to yield independent realizations of X, which concurs with the notion
of a stationary multivariate Bernoulli process (tmax = 577 data points). This distribution model
belongs to the class of Generalized Additive Models for Location, Scale and Shape (GAMLSS) and
can be fitted to data using maximum penalized likelihood? [39]. Note that censored (i.e., missing)
data is implicitly accounted for by letting n; depend on t. Table 3 reports the resulting estimates
(including 95 % confidence intervals, likelihood ratio test (LRT) for nonzero correlation and AIC
goodness-of-fit measure) for different port sequences S.

2We use a logistic link function for m and a square-root link for p to keep the parameters in reasonable ranges.
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Figure 6: Fraction of sensor locations with attack attempts using of specified vulnerability. Cu-
mulative measure over time relative to disclosure day (left) and patch day (right). The legend is
common for both panels.

Table 3: Estimated correlation coefficients with Beta-binomial model

Vulnerability Port 0 p conf. int. AIC LRT

Oracle servers 1521  0.061 0.049 0.033-0.068 1490 p, < 0.01
Veritas backup server 6106 0.002 0.065 0.011-0.151 122 p, < 0.01
NNTP 119  0.003 0.086 0.024-0.172 200 p, < 0.01

CA BrightStor backup 6050 0.009 0.101 0.066-0.141 412 p, < 0.01
CA BrightStor backup 41523 0.124 0.128 0.104-0.152 2071 p, < 0.01
CA BrightStor backup 6070 0.013 0.193 0.132-0.256 481 p, < 0.01

WINS service 42 0.295 0.208 0.183-0.234 2829 p, < 0.01
Netvault backup 20031 0.018 0.228 0.170-0.287 570 p, < 0.01
Arkeia backup 617  0.007 0.237 0.133-0.343 274 p, <0.01

CA license manager 10202 0.005 0.251 0.106-0.398 196 p, < 0.01
Veritas backup server 6101 0.232 0.277 0.245-0.308 2648 p, < 0.01
Veritas admin console 13722 0.007 0.293 0.167-0.414 262 p, <0.01
Veritas backup client 10000 0.223 0.462 0.416-0.505 2498 p, < 0.01
N = 577, sorted by increasing p, confidence level 95 %

To back up our results and address the concern that the correlation is merely an artifact of
the long period of “silence” before exploits are in the wild, we re-compute the estimation while
excluding all data before the disclosure date. A comparison of this specification with the full
data set is given in table 4. As expected, m is somewhat inflated and p somewhat underesti-
mated if we use the post-disclosure sample. However, the effect is rather small and there are a
number of exceptions where the relationship is inverse. Hence, we conclude that the correlation
of attack is real. Which of the two measures is deemed as a better metric may depend on the
application. Developers of automatic defense techniques may probably take the correlation after
a specific vulnerability has been discovered as an exogenous condition in benchmarking scenarios,
whereas actuaries underwriting cyber-insurance policies would prefer the unconditional measure
of correlation or even an aggregation across multiple risk classes thereof.

It is interesting to observe that in the post disclosure case most backup systems observe strong
correlation, which is even higher than standard Windows OS services like WINS and NNTP (IIS).
Since the attack patterns were not influenced by release of any particular worm, we can make
some general observations about the attackers’ response to these vulnerabilities. Specifically, the
attackers may have expected that defenders who are guarding business information systems will
apply patches (or block access) more quickly to their backup systems, than ordinary users would
do to patch WINS service, therefore, they acted in a more concerted manner to attacks backup
systems than other services. Though it is not possible for us to test this hypothesis immediately,
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Table 4: Comparison between full and reduced sample

Attack probability Attack correlation p
full post change full post change
Vulnerability sample disclosure (in %) sample disclosure (in %)  Npost
Oracle servers 0.061 NA NA  0.049 NA NA NA
Veritas backup server 0.002 0.001 -48.7  0.065 0.241 272.2 379
NNTP 0.003 0.004 5.3 0.086 0.087 1.6 540
CA BrightStor backup  0.009 0.010 16.2  0.101 0.103 1.9 485
CA BrightStor backup  0.124 0.169 36.4 0.128 0.078 -38.8 411
CA BrightStor backup  0.013 0.022 66.2  0.193 0.190 -1.3 341
WINS service 0.295 0.346 17.6  0.208 0.145 -30.2 491
Netvault backup 0.018 0.027 54.1  0.228 0.230 0.7 365
Arkeia backup 0.007 0.009 30.1  0.237 0.231 -2.7 405
CA license manager 0.005 0.006 35.4  0.251 0.256 1.9 417
Veritas backup server 0.232 0.249 7.3 0.277 0.261 -5.6 537
Veritas admin console 0.007 0.025 241.3  0.293 0.275 -6.2 171
Veritas backup client 0.223 0.358 60.9  0.462 0.334 -27.6 381

Neann = 577, sorted by increasing prun

an in-depth game theoretic modeling may provide better insight.

4.2 Simulating the Implications of Attack Clustering on Defense Tech-
niques

In this section we demonstrate how calibrated models of attack activity might help in gaining
insight regarding the effectiveness of various defensive techniques. Consider the evaluation of a
defensive technique with respect to its ability to prevent the e-worst possible outcome in terms
of fraction of nodes failed simultaneously. Depending on the application, this scenario could arise
when CIOs decide about the redundancy in a corporate IT environment, insurance supervisors
gauge the likelihood of ruin, or policy makers assess the investment in critical infrastructure
protection. Then the reaction time of the defensive technique to newly discovered threats is a
critical parameter which is, for predictable risk classes, measurable between alternative systems.
If we assume that shorter reaction times imply higher costs then the question of an optimal
reaction time can be answered by estimating the associated level of attack correlation p as a
function of reaction time from historical data. While it is evident that for independent attacks the
number of hosts affected is linear in size of the exposure window, the dynamics of viral contagion of
malware and reactivity to perimeter defenses are difficult to predict with purely analytical models.
Moreover, attack clustering may also depend on the exposure in a non-linear way and thus add an
additional adverse effect when the number of hosts attacked at the same time exceeds a certain
application-specific bound (e.g., parameters m for integrity and p for confidentiality in storage
systems).

To get a first insight about the relation between the reaction time and the degree of attack clus-
tering for the cases in our sample we estimate parameter p for different time horizons. Analytically
this is done by applying a pre-aggregation step while taking special care for the missing values in
the data set. The results are given in table 5 for reaction times of 1, 2 and 3 days (to simulate
automated techniques) as well as 7, 15 and 30 days (like in conventional patching). While the fact
that correlation increases with the horizon is quite intuitive, it is rather remarkable that the slopes
differ considerably between vulnerabilities. Note that these results should be regarded as broad
assessment and it would be too far-fetched to interpret the individual figures from a simplistic
model that has been calibrated on data of 17 sensors and 13 vulnerabilities only. The application
of better methods with more elaborate models would require to make vulnerabilities as units of
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Table 5: Simulation of attack correlation for different time horizons

Estimation for p Time horizon
1day 2days 3days 7days 15days 30 days

Oracle servers 0.05 0.07 0.07 0.08 0.12 0.11
Veritas backup server 0.06 0.06 0.10 0.09 0.17 0.27
NNTP 0.09 0.10 0.11 0.15 0.15 0.13
CA BrightStor backup  0.10 0.11 0.13 0.20 0.29 0.28
CA BrightStor backup  0.13 0.18 0.23 0.35 0.46 0.50
CA BrightStor backup  0.19 0.22 0.25 0.35 0.39 0.46
WINS service 0.21 0.26 0.29 0.33 0.33 0.34
Netvault backup 0.23 0.25 0.28 0.33 0.41 0.47
Arkeia backup 0.24 0.24 0.29 0.35 0.34 0.35
CA license manager 0.25 0.34 0.46 0.58 0.59 0.76
Veritas backup server 0.28 0.35 0.37 0.43 0.47 0.48

Veritas admin console 0.29 0.35 0.41 0.43 0.52 0.66
Veritas backup client 0.46 0.56 0.60 0.62 0.58 0.50
N1 =577, Na = 289, N3 = 193, N7 = 83, N15 = 39, N3p = 20

analysis instead of time, which demands a larger sample of vulnerabilities that are unambiguously
identifiable in the data. The combination of our estimation techniques with heuristic approaches
that classify attack types from multiple criteria [34] remains a promising target for future research.

5 Conclusion

In this paper we have postulated attack clustering is an important phenomenon to observe. We
have done this by analyzing the reasons for attack clustering from a differentiated view on the
mechanisms behind the attack and defense in information security. In particular, we have proposed
a stylized model of the attack life cycle, which has been discussed in the context of variety of
proposed defensive techniques. Further, we have addressed the consequences of attack clustering
on technical, economic as well as governmental areas of interest. Finally, we have proposed and
demonstrated a metric to measure the level of correlation for a selected type of risk class, where
we found evidence for the existence of attack clustering in honeynet data.
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